
THE CHALLENGE

HIGHLY CAPABLE TEAMS, NO FRONT DOOR

Our client had a large in-house security function, split across six specialist teams: identity and access

management, governance risk and compliance, cloud and DevSecOps, security architecture, the cyber

defence centre, and business information security.

Each team was highly capable but the problem was how work reached them. Requests arrived through at

least five different channels: an established service desk queue, a SharePoint portal one team had built for

itself, a separate board on another ticketing tool used mainly for identity requests, a shared mailbox, and

direct messages to individuals on Teams.

There was no documented triage criteria, no formal escalation path, and no audit trail for any of it.

THE SOLUTION

MAP THE WORK, AGREE THE

OWNERS, BUILD ONE ROUTE IN

THE OUTCOME

ONE ROUTE IN, CLEAR

OWNERSHIP, AN AUDITABLE TRAIL

CLIENT CASE STUDY

BUILDING A SECURITY FRONT

DOOR FOR A LARGE

ENTERPRISE

Six specialist security teams, five-plus ways in, and no shared view of the work.

We replaced all of it with one documented route.

Duplicated effort

Because there was no shared

view of what was in flight,

teams were sometimes

duplicating each other's work

without knowing it.

Informal triage

One of the teams had become

the default, informal triage

point for the entire function,

manually reading requests

and working out where they

belonged, eating into their

already very busy week.

No line of sight

For security leadership, there

was no reliable way to answer

basic questions about volume,

ownership, or turnaround.

01
CAPABILITY MAPPING AGAINST NIST CSF 2.0

RiverSafe worked with all six teams to map what each one actually delivered, day to day,

rather than what a policy document said they were responsible for. That produced a set of

named capabilities, mapped against NIST CSF 2.0, giving leadership, audit, and the teams

themselves a shared reference point for the first time.

02
A SERVICE CATALOGUE WITH NAMED OWNERS

That map became a service catalogue: roughly thirty distinct request types, each with a

named owner, an agreed route, and an expected response time. Getting six teams that had

never had to agree on this before to agree on it in writing was the majority of the work.

03
A SINGLE, SEARCH-FIRST FRONT DOOR

Rather than replacing any team's existing tooling which, in an organisation of their size and

complexity, would have been an inefficient route, RiverSafe built a single, search-first front

door in front of all of it. Clearly defined requests are routed automatically to the team that

already owns them. Anything ambiguous goes to one documented triage point instead of

an informal one.

One front door

Every request goes to a single, known place,

linked directly from the CISO's email signature,

instead of five-plus scattered channels.

Named ownership, every request

type

Roughly thirty request types, each with a defined

owner and an agreed response expectation,

where previously there was neither.

Duplicate work structurally

reduced

Requests are now routed by rule rather than

received ad hoc, so the same request landing

with two teams independently is far less likely.

An auditable trail

Ownership and routing are now documented and

traceable, evidence that requests were triaged

and handled, which didn't exist before.

LOOKING FOR THE SAME FOR YOUR BUSINESS?

GIVE YOUR SECURITY

FUNCTION ONE WAY IN

Explore how RiverSafe can map your capabilities, agree ownership

across teams, and build a front door the whole business can use.

Get in touch

Three steps ahead. Cyber · AppSec · DevOps
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