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Schedule 2 — Data Processing Addendum (UK GDPR)
June 2025

1. Purpose and Scope

1.1 This Schedule forms part of the Agreement between RiverSafe Ltd (“Processor”) and
the Client (“Controller”’) and sets out the parties’ respective obligations in relation to the
processing of Personal Data under the United Kingdom General Data Protection
Regulation (UK GDPR) and the Data Protection Act 2018.

1.2 The Processor may also act as a Sub-Processor where it provides services on behalf of
another supplier to an end client, in which case the same obligations will apply mutatis
mutandis.

1.3 In the event of any conflict between this Schedule and the main Agreement, this
Schedule shall prevail in respect of Personal Data processing.

2. Nature and Duration of Processing

2.1 The Processor shall process Personal Data only as necessary to deliver the Services
described in the Agreement, including professional services, managed services, software
licence resale, and proprietary software or tooling.

2.2 Processing shall commence on the Service Commencement Date and continue for
the Term of the Agreement, and for up to 30 days after termination for data return or
deletion, unless otherwise agreed in writing.

3. Categories of Data and Data Subjects

3.1 The Processor may process the following categories of Personal Data on behalf of the
Controller:

e Names, job titles, business contact details (email, phone number);

e System usernames, account identifiers, IP addresses and log data;

e Authentication or access information for testing or implementation purposes;
e Limited user metadata required for service delivery.

3.2 The categories of Data Subjects may include:

e Employees, contractors, or agents of the Controller;
e End-users or customer representatives of the Controller.

3.3 The Processor does not intentionally process special category data; if such data is
inadvertently processed, it will be handled with enhanced protection.

4. Processor Obligations

The Processor shall:

a. Process data only on documented instructions from the Controller and not for any
other purpose.

b. Ensure confidentiality of all persons authorised to process Personal Data.

c. Implement appropriate technical and organisational measures to protect Personal
Data, consistent with the risks involved and RiverSafe's ISO 27001 and Cyber Essentials
certified framework.
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d. Assist the Controller in meeting its obligations regarding data-subject rights, security,
breach notifications, and data protection impact assessments.

e. Maintain records of processing activities as required under Article 30 UK GDPR.

f. Not engage a Sub-Processor without prior written consent of the Controller, and
ensure any Sub-Processor is bound by equivalent obligations.

g. Notify the Controller of any Personal Data Breach without undue delay and in any
event within 48 hours of becoming aware of it.

h. Cooperate fully with the Information Commissioner’s Office (ICO) or other competent
authorities as required.

i. Delete or return all Personal Data (and certify such action) within 30 days of
termination or expiry, unless retention is required by law.

5. Security Measures

5.1 The Processor shall maintain security measures appropriate to the risk, including but
not limited to:

e Access control, multi-factor authentication, and least-privilege principles;
e Encryption of data in transit and at rest where feasible;

e Secure development and change-control practices;

e Regular vulnerability assessments and patch management;

e Staff security training and confidentiality undertakings;

e |Incident management and breach-response procedures.

5.2 The Processor shall review these measures periodically and on material changes to the
environment.

6. International Transfers

6.1 The Processor shall not transfer Personal Data outside of the United Kingdom or
European Economic Area without the Controller's prior written consent.

6.2 Where authorised transfers occur, the Processor shall ensure an appropriate
safeguard is in place, such as the UK International Data Transfer Agreement (IDTA) or
EU Standard Contractual Clauses (SCCs).

7. Sub-Processors

7.1 The Processor may use Sub-Processors for specific processing activities (e.g. secure
cloud hosting, monitoring platforms, or specialist consultants).
7.2 The Processor shall:

e Provide the Controller with a list of approved Sub-Processors on request;

e Notify the Controller in advance of any intended additions or replacements; and

e Impose contractual terms on Sub-Processors that are no less protective than
those set out in this Schedule.
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8. Audit and Inspection Rights

8.1 The Controller (or an independent auditor mandated by it) may, on reasonable notice
and during normal business hours, audit the Processor’'s compliance with this Schedule.
8.2 The Processor may restrict access to sensitive commercial information or third-party
data, provided such restriction does not materially frustrate the audit's purpose.

8.3 Unless required by law or regulator, audits may occur no more than once per
calendar year.

9. Data Breach Notification

9.1 The Processor shall notify the Controller of any actual or suspected Personal Data
Breach without undue delay and in any event within 48 hours of becoming aware.
9.2 The naotification shall include:

e A description of the nature of the breach;

e The categories and approximate number of data subjects affected,;
e The likely consequences; and

e Measures taken or proposed to address and mitigate the breach.

10. Deletion and Return of Data

10.1 Upon termination or expiry of the Agreement, the Processor shall, at the Controller’s
written election:
(a) return all Personal Data in a structured, commonly used format; or

(b) securely delete all Personal Data (including backups) and confirm in writing that it has

done so.
10.2 The Processor may retain Personal Data only to the extent required by law, provided
such data remains subject to confidentiality and security obligations.
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Annex 1— Data Processing Details

Element | Description
Purposg of Delivery of consultancy, managed, and software support services
Processing
Nature of Access to systems, log analysis, configuration data, and service
Processing management
‘Du ration HTerm of the Agreement + 30 days for transition/deletion
‘Data Subjects HCIient employees, contractors, and customer representatives
‘Personal Data HName,job title, business contact details, credentials, IP/log data
Special Category Not anticipated
Data
Processing . . .
Frequency Ongoing or ad hoc, as required by service

Storage Locations HUK or EEA only, unless otherwise agreed

Annex 2 — Security Measures

RiverSafe maintains a comprehensive information security management system aligned
with ISO 27001 and certified under Cyber Essentials, including:

e Access control and password management

e Encryption and key management

e Secure configuration and vulnerability management
e Business continuity and disaster recovery

e Physical and environmental controls

e Employee awareness and disciplinary policies

e |Incident response and corrective-action procedures
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