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RIVERSAFE'S APPROACH

THE CHALLENGE
 JD Sports, a leading global retailer, faced the challenge of scaling its Information Security

function alongside rapid international growth and increasingly complex technology operations.
The organisation recognised the need for a clearly defined Target Operating Model (TOM) to
align roles, strengthen governance, and embed security as a business enabler.

To achieve this, JD Sports partnered with RiverSafe to design a target operating model capable
of delivering clarity, accountability, and resilience for the long term.

BUILDING A FUTURE-READY
CYBER SECURITY TARGET
OPERATING MODEL

TOM PARKER  ·  Group BISO (Head of Information Security Engagement), JD SPORTS

"We wanted to get an external eye on how we should be approaching InfoSec. We
had different views on the best ways to shape the function and were looking for
external knowledge to help guide our decision‑making, but also someone who
could challenge us.

RiverSafe had delivered similar programmes for other large organisations, but
what stood out was how the RiverSafe team showed they understood JD
Sports' ways of working and would apply this to the project. The flexibility of the
team was also a real plus."

THE OBJECTIVES
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02Clarify roles, responsibilities
and accountabilities across six
core InfoSec functions.

Improve collaboration between
InfoSec, Technology and the
wider business.

Establish meaningful metrics and
a roadmap for evolving capability
maturity.

Align the operating model with the
NIST Cybersecurity Framework
(CSF) 2.0.

The delivery of the Target Operating Model followed three structured phases.

SOCIALISATION & ENABLEMENT
To embed the TOM across the organisation, RiverSafe ran leadership briefings and
workshops and provided detailed handover materials. A phased roadmap was
established, spanning 0–12 and 12–36 months, to strengthen governance, scale
capabilities, and foster a data‑driven security culture.

DESIGN & FRAMEWORK DEVELOPMENT
Guided by principles of business alignment, scalability and measurability, RiverSafe
designed a detailed TOM:

DISCOVERY & CURRENT‑STATE ASSESSMENT
RiverSafe engaged stakeholders within InfoSec at JD Sports, reviewed documentation,
and understood current ways of working. This uncovered key strengths as well as
opportunities to enhance role clarity, integrate security earlier in project lifecycles, and

strengthen KPI visibility. Current capabilities were benchmarked against the NIST CSF
2.0, providing a clear baseline for design.
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A comprehensive RACI covering 36 security capabilities clarified ownership across GRC,
BISO, Security Architecture, Cloud & DevSecOps, Cyber Defence Centre and IAM.

A Security Services Catalogue and function‑specific KPIs were created, mapped to NIST
CSF categories.
Governance structures were aligned with JD Sports' enterprise framework, providing
clarity and consistency without unnecessary bureaucracy.

GOVERNANCE
A light‑touch governance model integrated
with JD Sports' enterprise governance
provides oversight without slowing delivery.
Structured forums and escalation paths
strengthen risk and compliance management
while clarifying GRC's role as a second‑line
function.

DESIGN PRINCIPLES
A clear set of guiding principles now supports

InfoSec decisions: business-aligned, risk-based,

measurable and scalable. Security is

integrated early in project lifecycles,
enabling proactive risk management rather
than retroactive fixes.

ORGANISATIONAL STRUCTURE
A fit‑for‑purpose InfoSec structure was
designed, with clear reporting lines, functional
ownership and new roles recommended to
support the function as it scales.

METRICS & REPORTING
Function‑level KPIs aligned with NIST CSF enable consistent measurement of maturity
and performance. A CISO dashboard concept offers unified visibility into risk, operational
performance and capability maturity across all InfoSec domains.

INTERACTION MODEL
Improvements to the JD Sports Secure Front
Door ensured a single, intuitive entry point
for all business engagement with InfoSec.
End‑to‑end request flows and triage
processes were mapped and supported by
Figma mock‑ups.

SECURITY CAPABILITIES
A catalogue of services was defined across
six InfoSec functions. Overlaps, maturity
gaps and areas for standardisation were
identified to guide consistent service delivery
and clear accountability.

ROLES & RESPONSIBILITIES
Ownership sits with named functions rather
than falling between them. Boundaries with
Technology and the wider business are
explicit, duplicated effort has gone, and
decisions no longer stall while teams work out
who is accountable.

OUTCOMES & IMPACT
The engagement delivered tangible, business‑aligned outcomes across seven dimensions of
the InfoSec function.

www.riversafe.co.uk

Explore how RiverSafe can work alongside your team to build a security model that scales

LOOKING FOR THE SAME FOR
YOUR BUSINESS?

The new TOM gives JD Sports a scalable, transparent and business‑aligned security model.

Governance, accountability and collaboration have been strengthened, positioning InfoSec as

an enabler of growth. JD Sports is now equipped to scale, ensuring the organisation can

continue to expand globally with confidence.

THE OVERALL IMPACT

A SCALABLE, TRANSPARENT AND
BUSINESS‑ALIGNED SECURITY MODEL

IN THE CLIENT'S WORDS

TOM PARKER  ·  Group BISO (Head of Information Security Engagement), JD SPORTS

"RiverSafe adapted quickly to JD Sports' ways of working, which is key when partnering

with a company of our size and complexity. They understood our objectives and tailored

their approach to meet our needs. The team took feedback on board, engaged effectively

with senior stakeholders, and brought great communication, strong and varied skill sets,

and the right level of challenge for this kind of work. They delivered a quality piece of work

that's now being actively used across the organisation, and it's given us a very strong

foundation to build on for the future."

"This work has started us on a journey and laid strong foundations for us to build a more

mature function that's fit for the organisation as it scales. We've started to remove the grey

areas between teams and improved ways of working.  Our next step is embedding this

across the organisation. We've developed our service catalogue so people now know

which teams to engage and when. It's improved visibility across senior leadership on what

the security team is here to do and who the right contacts are. As we expand the team, this

model acts as a strong foundation for new joiners to understand how they fit into the

structure and how we support wider business goals."
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